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W e will be holding our annual elections at the next meeting.  
Please be there as we need to have a quorum for the voting. 
    Thanks to Robert Neil Waybright for his talk on com-
puter encryption; I found it quite interesting to hear the spe-

cial lingo and to hear how the world of national secrets touches our humble 
laptops. 

A Linux command line trick 

    It is unusual for us to talk about Linux on the front page of 
TOE since most of us primarily use Windows, but Linux us-
ers are no longer just engineers, and it is surprising how 
many different reasons there are to have Linux running on 
one of your computers or computer-controlled devices. One 
of the more common uses is an inexpensive way to have a 
fancy Web page and eCommerce. You can download a CD 

containing one of these special Linux distributions for Web services 
(sometimes called a “LAMP” or “Linux, Apache, Mysql, and Php” server). 

I recommend that most people have a bootable Ubuntu CD, as there is a 
pretty good memory test included, and booting from a simple boot CD is 
how you should test your computer memory. If you customize your own 
computers, you should be able to test memory. 

And the trick I am asking the Windows-only members to indulge is 
simplified command search. 

It is common when using Linux to type 50-character commands and 
longer.  You don’t want to type the command again if you can press the ‘up 
arrow’ a few times and find the command in the “history” of previous com-
mands. 

Linux (or more correctly, the “bash” interpreter) has a very simple solu-
tion: Type “Control-R”, then start typing the first few characters of the 
really long line you typed in earlier. The most recent command that started 
with the characters you just typed will appear. If you do not want the most 
recent command, you can type Control-R again and see the next most re-
cent command that matches what you just typed. 

Happy computing! 

To Contact CIPCUG 
The Outer Edge...........(805) 485-7121 
General Information.. . . . . . . (805) 289-3960 
Mailing Address...P.O. Box 51354, Oxnard, CA 
93031-1354 
 

Special announcements 
Elections 

Elections will be conducted at the July 
meeting. All the incumbent officers — presi-
dent, vice president, secretary and treasurer 
— are willing to run again and will be the 
slate presented to the membership. Other 
members of the board are the immediate past 
president and the holders of several ap-
pointed offices. The full list is on page 2 of 
every issue of TOE. 

Nominations for officers will be taken 
from the floor. 

We need one-fifth of the membership 
present to have a quorum. Please attend 
ISP service  

Because the number of members who 
want a dial-up Internet connection is declin-
ing quickly, the CICPUG board has decided 
to phase out the ISP service. 

Anyone who is still using the service will 

(Continued on page 3) 
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Root Directory 

 

2006 Southwest User Group 
Conference: second place in both 
the newsletter and Web site 
contests. 
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By Diane Mortensen 

secretary @cipcug.org 

The CIPCUG Board of Directors 
held its May meeting on May 22, 2010.  
In attendance were President Rick 
Curry, Vice-President Craig Ladd, TOE 
Editor John Weigle, Tech Adviser Toby 
Scott, Treasurer Art Lewis, Helen Long, 
Membership Chairman Ken Church, and 
S e c r e t a r y  D i a n e 
Mortensen. Sitting in was 
Dave Minkin. 

The meeting was 
called to order by Rick, 
who asked if there was 
any old business and/or 
updates. 

Diane reported that 
she and Craig have sent in their registra-
tions for the Southwest Computer Con-
ference on June 4-6, 2010. As agreed at 
the April board meeting, Diane was 
given a check for $325 to cover confer-
ence expenses.   

Previously, Helen had submitted her 
resignation as ISP-Web coordinator; 
however, she did volunteer to coordinate 
the e-mail accounts. The board dis-
cussed a replacement, and Craig sug-
gested that an announcement for the 
position be put into June’s TOE and 
solicit for a volunteer at next month’s 
business meeting.   

The topic of freeware flash drives 

came up again and Toby suggested that 
a volunteer(s) could update and refresh 
the freeware programs. In addition, the 
volunteer could research new free pro-
grams that could be included in the ex-
isting freeware list. This is another so-
licitation for volunteers that could be 
included in TOE. It would require some-
one who is knowledgeable and responsi-
ble to continue with the project. 

As discussed at the April board 
meeting, Diane showed the board the 
concession table’s sign and tags made 
up for those who are selling or giving 
away items. Ken volunteered to bring 
and put out the sign and tags at each 
meeting.  

Ken brought to the board’s attention 
a follow-up on the recording device he 
presented to the board at last month’s 
meeting. A recording was made of to-
day’s meeting, including the Q&A ses-
sion, put on a flash drive and given to 
Diane. She will download the files on 
her home computer and test it. Diane 
will notify Ken of the results and if it is 
a go, Ken will proceed with ordering the 
remaining equipment and software pro-
gram. It is intended that the system 
would replace the tape recording and 
transcription that the secretary com-
pletes each month. John could also refer 
to the recordings for follow-up informa-
tion on the Internet Q&A, business 

meeting, and speaker presentations. The 
board had discussed this matter at 
April’s board meeting and a motion was 
made, seconded and passed that if Ken 
felt the device would benefit CIPCUG, 
he was to go ahead and order the re-
maining equipment and software.   

Turning to new business, Toby 
stated per CIPCUG’s bylaws, the group 
is to elect officers at this time of the 
year. Elections will be conducted at the 
June regular meeting by a voice vote. 

John reminded the board that the 
deadline for TOE submissions was Sun-
day, May 30, 2010. 

The meeting survey forms that were 
published in May’s TOE and given to 
those attending May’s meeting were 
collected and given to Craig to review.  
Unfortunately, there was not a good 
response; however, it provided members 
the opportunity to voice their opinions.   

Art submitted April’s treasurer’s 
report to board members in addition to 
presenting it in today’s business meet-
ing. A copy of the treasurer’s report ap-
pears elsewhere in TOE. One item was 
discussed that appears in the Treasurer’s 
report every month and that is ISP in-
come. It was decided that CIPCUG 
would no longer provide tech support 
for dial-up and would not take any new 
customers. A motion was made and sec-

(Continued on page 4) 

Mortensen 

 

Minutes of May Board of Directors meeting 

More on special announcements ... 
be able to keep it, but because none of 
the officers who were trained to support 
dial-up still have modems, no technical 
support will be available. 

No new applications will be ac-
cepted. 

CIPCUG will continue to make e-
mail addresses (YourID@cipcug.org) 
available for $15 a year. This address 
can be a handy second address or can be 
used as your primary e-mail address if 
you find yourself jumping from ISP to 
ISP for better service but don’t want to 
have to notify everyone in your address 

book of yet another change. If you must 
periodically send or receive very large 
attachments, Toby Scott can set up your 
account for that, but he can’t guarantee 
that other ISPs will accept your large 
attachments. 
Web page coordinator needed 

Helen Long has agreed to coordinate 
the e-mail address function but can not 
resume her work on the Web page, so 
we still need a volunteer for that.  

We  had a volunteer, but the job 
turned out to be more than she expected, 
so we’re again searching for someone 
who would like to learn some basics 

about Web pages or increase the knowl-
edge they already have to keep cip-
cug.org updated. 

If you’re interested, please contact 
President Rick Curry or Technical Ad-
viser Toby Scott to learn what’s in-
volved. 
Program survey 

There wasn’t much response to last 
month’s survey on programs, but the 
board would still like to hear your com-
ments.  

Copy or cut the pages from last 
month’s TOE and return your answers at 
the next meeting.   

(Continued from page 1) 
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Programs 

Dan Holmes will present tips and 
tricks for digital photography at the June 
26 meeting at the Camarillo Boys & 
Girls Club, 1500 Temple Ave. 
(southeast corner of Ponderosa Drive 
and Temple Avenue), Camarillo (see 
map on page 20). 

O n  h i s  w e b s i t e ,  h t t p : / /
d a n h o l m e s p h o t o . c o m /
Danholmesphoto.com/Home.html, 
Holmes says, “My images are reflec-
tions of those moments in time when 
light, form, and color fit. There is beauty 
in all aspects of life: landscapes, por-
traits, action, wildlife, and pure ab-
stracts. There is a magical instant when 
those elements come together in the 
viewfinder, the shutter clicks, and the 
moment is captured.” 

Holmes says he has “climbed, 
trekked, and photographed in Europe, 
South America, Africa, Asia, and the 
Western USA.” 

His was the 2008 Nature Photogra-
pher of the Year — PPC; New Artist, 
Landscape and Nature Photographer of 
the Year — CIPPA; a finalist in the 
2008 International B&W Spider 
Awards; Featured Artist in the City of 
Ventura 2009 Spring ArtWalk; and re-
ceived the Kodak Professional Gallery 
Award 2009.  

The doors open at 8:30 a.m.. The E-
mail and Internet SIG and the 

Computing 101 SIG start at 8:45 a.m. If 
you can show up early to help set up, 
please do. The room seems to be 
different every month, and we have to 
move lots of tables and chairs around. 

Other coming meetings: 
July 24 
Aug. 28 
Sept. 25 
Oct. 23 
Nov. 20: Third Saturday 
Dec. 18: Third Saturday 

SIGs  

Except for the Thousand Oaks PC 

Club Photo Group, the Special Interest 
Groups (SIGs) are sponsored by 
CIPCUG and led by volunteer club 
members.  

Unless otherwise noted, the CIPCUG 
SIGs run from 6:30 to 8:30 p.m. at 
Ventura County Computers, 2175 
Goodyear Ave., Unit 117, Ventura; 
phone 289-3960. From the 101 Freeway, 
exit at Telephone, take Telephone south 
to McGrath, turn left and go one block. 
Turn right on Goodyear and right again 
into the second driveway. Unit 117 is 

(Continued on page 5) 

Door prizes 
We have two types of raffle tickets: 

one for prizes offered by the presenter 
and one for club-provided prizes. The 
tickets for the presenter’s prizes are free 
and limited to one per member.  

The tickets for the club-provided 
prizes are $1 each, $5 for six tickets, 
$10 for 13 tickets, $15 for 20 tickets and 
$20 for 27 tickets and are available to 
anyone. Those who can’t stay until the 
drawing may sign their tickets and give 
the person selling the tickets a list of the 
prizes they would like in the order they’d 
pick them. Winners’ prizes will be held 
until the next meeting. 

Consignment table  
A consignment table is set up at 

every meeting. Anyone can buy, but only 
members can sell.  

The club gets 10 percent of the sales 
price. Sold items must be picked up at 
the end of the day’s meeting. Any items 
not picked up will become the property 
of CIPCUG and will be subject to 
disposal at the club’s discretion. 

CIPCUG is not responsible in any 
way for items bought or sold at the table. 
Each item is sold as-is unless otherwise 
stated. 

Meeting, SIG notices  
If you would like e-mail notices of 

regular meetings and SIGs, go to 
www.cipcug.org, where you’ll find a link 
on the home page to sign up. The URL 
is cipcug.org/listserv.cfm.  

You will need your membership 
number, which is on the back cover 
of TOE, to complete the sign-up. 

Coming events  

Digital photo tips will be presented in June 

onded, and all agreed to the change.  
The fact that the club is losing 

money on coffee and doughnuts at each 
meeting was reviewed.  

Board members felt that while the 
club is losing a small sum of monies 
every month, it is a good service for 
attendees.  

It provides a break between sessions 
and an opportunity for people to social-

ize and buy raffle tickets. The amount of 
coffee and doughnuts bought each 
month is to be reduced so that there is no 
waste.   

Dave Minkin recommended putting 
an announcement about CIPCUG meet-
ings in the Tixity.com Newsletter. He 
has placed ads for another club he is a 
member of and stated that it is free.  
This brought up a discussion about new 
ways the club can get word out to the 

public about CIPCUG’s meeting.  
Someone mentioned having a sign put 
up outside the building announcing CIP-
CUG’s meeting and a schedule of vari-
ous sessions and times. Diane stated she 
would look into the cost of different size 
signs and report to the board at the next 
meeting. 

With no further matters to discuss, it 
was moved, seconded, and approved to 
adjourn the meeting. 

(Continued from page 3) 

More on board minutes ... 
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Unless otherwise noted, the 

questions are answered by Toby Scott, 

our technical adviser and a partner in 

Ventura County Computers. — Editor 

 
Internet and networking SIG 

Reported by John Weigle 

Announcement 

There’s no beginners’ SIG today. 
Michael is on vacation, and I forgot to 
grab the computer and projector at the 
shop that he usually brings. We’ll let 
this session be a little more wide-
ranging than usual because of that. 
Full anti-virus scans 

Q: I’m using Norton Anti-virus. 
How often should I run a full scan? 

A: It does quick scans in the 
background. If you don’t get any 
warnings and there are no other signs of 
problems, once a month is probably 
sufficient. At the first sign of trouble, 
run a full scan. No program is more than 
80 percent effective with malware. 
Norton is good for viruses but not 
spyware. 

Q: You can schedule automatic full 
scans and not worry about it. 

A: You can, but full scans take a 
long time and you’ll have to leave the 
computer on all night or longer 
depending on how many drives and files 
you have. A monthly full scan in 
addition to the background quick scans 
should be fine for most people. 
Spybot warnings 

Q: I’ve been using Spybot for years, 
and it would regularly warn me of 
things. Then it seemed to calm down 

and I wasn’t getting a lot of warnings. If 
I remember right, you said at one of the 
meetings that some places like 
DoubleClick had convinced the Spybot 
folks they weren’t really dangerous. But 
now I’m getting lots of warnings about 
them and some others again. Why? 

A: I think it’s mostly a marketing 
measure. It appears that Spybot is going 
to become a paid program — they’re 
talking about a professional version, 

(Continued on page 6) 

This month’s Q&A topics: 
Internet and e-mail SIG 
Announcement 
Full anti-virus scans 
Spybot warnings 
My Security keeps returning 
Best programs? 
Safe Mode scans 
What if Norton is running? 
Flash drive updates 
Formatting flash drives 
Video editing program 
XP reinstall 
Upgrading XP to Windows 7 
Office 2003 to 2007? 
Wireless devices 

Regular Q&A 
Processors 
Msconfig 
32– and 64-bit processors 
Nonwireless router message 
ShieldsUP and ports 
Active X Controls warnings 
Downloading videos to Media 

Player 
Firefox and Chrome 
Saving video in XP 
Internet Explorer and updates 
Uncrecognized new folder 
PDFs and Firefox 
 

Q&A 

Full anti-virus scans, Spybot warnings 

More on coming events ... 

the back, right corner of the building.  
The pre-meeting SIGs are at 8:45 

a.m. at the Boys & Girls Club. The after-
meeting SIG is at 1:30 p.m. at The Star, 
550 Camarillo Center Drive, Camarillo.  

There is no charge for members to 
attend the CIPCUG SIGs.  

Until further notice, the Photo 

Group is not accepting new members 

or guests because it is close to 

outgrowing its meeting room. The 
TOPCC Photo Group, which  meets at 
6:30 p.m. at the Thousand Oaks Library, 
1401 E. Janss Road, charges $3 per 
meeting for those who are not members 
of the Thousand Oaks PC Club. The 

Web site is http://topcc.org/dnn/
SIGsPrograms/PhotoGroup/tabid/65/
Default.aspx. 

The general schedule  

First Monday (except in months that 
have holidays on or near the first 
Monday): TOPCC Photo Group. It is 

not taking new members or guests 

until further notice.  

Fourth Tuesday: Linux. 
Fourth Saturday (or the regular 

meeting day): Computing 101 SIG and 
Internet and e-mail SIG, 8:45 a.m. 
Michael Shalkey’s after-meeting SIG at 
The Star, 550 Camarillo Center Drive, 
Camarillo.  

The schedules for the balance of   

June and all of July follow: 
June  

Tuesday, June 22: Linux SIG. 
Topic TBA. 

Saturday, June 26: Computing 101 
SIG and Internet and networking SIG, 
8:45 a.m. Michael Shalkey’s after-
meeting SIG, 1:30 p.m. at The Star, 550 
Camarillo Center Drive, Camarillo.  

July  

Saturday, July 24: regular meeting 
and SIGs, program TBA. 

Saturday, July 27: Linux SIG. Topic 
TBA 

Be sure to check the calendar on 

cipcug.org for updates on event pro-

grams, dates and times.  

(Continued from page 4) 
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More Q&A: My Security, flash drive formatting 
which is usually an indicator of paid. If 
other programs are showing lots of 
warnings and Spybot (or some other 
program) does not, some people think 
the programs with fewer warnings are 
missing important dangers and leave 
them.  

I prefer Spybot, and Michael prefers 
Malwarebytes, and we use them both in 
the shop. It’s probably a good idea to 
alternate because some programs will 
miss something that others will catch. If 
we get a heavily infected machine, we’ll 
run one and then the other until both of 
them come up clean. Sometimes one 
program will eliminate the program that 
was hiding a lot of other malware, and 
then the other program will find those. 
We call it peeling the onion as the 
programs keep finding new things. Even 
after both programs come up clean, keep 
an eye on your system for problems for 
awhile because sometimes remnants will 
still be there and create additional 
problems. 
My Security keeps returning 

Q: I’m getting My Security 
regularly. It pops up lots of warnings 
about infections. 

A: The generic name for this is 
Internet Security 2010, which is 
malware, not anti-malware. It’s posted 
on hacker sites so other hackers can 
make changes and send it out as their 
own with a different name or look. If 
you get this, run a Spybot or 
Malwarebytes scan and get rid of 
whatever it finds. Then run Spybot’s 
immunize feature. That tells your 
computer that sites that open these 
programs are null addresses, which 
means they won’t be able to run. Be sure 
to update your Spybot definitions first. 
Best programs? 

 Q: There are many anti-malware 
programs out there. Which one is best? 
What about Super Antispyware? 

A: The only two I recommend are 
Spybot and Malwarebytes. Ad-Aware is 
a tenth of the program it used to be. I’ll 
take a look at Super Spyware; I’m not 

familiar with it. Lots of programs have 
“spyware” in their name, but they are 
the spyware. Do some research on 
names you don’t recognize, and you’ll 
soon know if people have had problems 
with them. Spyware Doctor and 
Personal Security are spyware. I haven’t 
looked at Super. 

Jessica Scott, who is subbing for 
Michael on the computer: Internet 
Security 2010 and others like it load 
your computer with malware and then 
asks you for money to get the things off. 
Be very careful of similar names when 
downloading software. 

Toby: We had a customer who paid 
$59 when he got such a popup and when 
he realized it was a hoax and tried to get 
his money back, his bank said it couldn’t 
help him because the money went to a 
bank in the Ukraine. 
Safe Mode scans 

Q: Should we run the scans in Safe 
Mode? 

A: You can run the scans in Safe 
Mode, but you can’t update the 
programs in Safe Mode. If you’re 
infested, update in regular mode and 
then run the scan in Safe Mode.  

There’s a lot more rogue security 
software out there than there is security 
software. Trust me. 
What if Norton is running? 

Q: What if Norton is running when I 
try to do an anti-malware scan? 

A: You don’t want to have more than 
one anti-virus program, and it’s not a 
good idea to run both an anti-virus scan 
and an anti-spyware scan at the same 
time because they can conflict. I did it 
once and it blew me up, locking the 
computer down. I didn’t want to do it 
again. But it is perfectly OK to run a 
spyware scan while an antivirus program 
is running, but not performing a scan. 

Jessica again warns of similar 
names, and Toby said that’s why we’ve 
put both Spybot and Malwarebytes on 
the CIPCUG flash drive. 
Flash drive updates 

Q: Speaking of the flash drives, are 

you going to update them today? 
A: No. It’s a matter of a lack of 

computers today and problems we had 
with one of the new flash drives that 
Craig got.   

Comment: They were listed as 
refurbished drives. 

Toby: That shouldn’t be a problem 
normally if the drives are refurbished by 
the company that made them, but this 
one had a problem, so we’re checking.  
The drives are Corsair and they are an 
excellent manufacturer. There are a lot 
of updates, and we hope to have them 
next time. 
Formatting flash drives 

Q: Some flash dr ives  load 
differently. Can I format them? 

A: It depends. If you’re going to get 
rid of the drives by giving them to a 
thrift store or throwing them away, 
understand that some people buy them 
just to search for information they can 
recover and use or sell. Simply 
formatting a drive does not remove the 
data on it. There are programs that will 
overwrite the drive with 1’s and 0’s so 
information can’t be recovered. Some 
formatting programs might not work on 
USB flash drives, so be careful of that. 
Darik’s Boot And Nuke at  http://
www.dban.org (SourceForge project) is 
an open source freeware program that 
works beautifully on hard disks, but it 
isn’t recommended for USB flash 
drives. Their site says that there is no 
residual magnetic memory on flash 
memory as there is on magnetic hard 
drives, so multiple wipes with any 
“secure” erasure program will only 
reduce the life of the drive. They 
recommend you find a product that only 
overwrites the data once, but don’t 
suggest a particular program. 

If you’re searching for free software, 
be careful of how you word the search 
and how websites list their software. 
Downloads will be free, but you’ll have 
to pay to use the program. Do the search 
on freeware, not free. Everybody’s free. 

(Continued from page 5) 
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More Q&A: Video editing software, reinstalling XP 

It’s a free download for the shareware 
program, but you’ll have to pay $20 to 
use it. 

Q: Why not just right-click on 
properties for the drive and format it? 

A: You can do that, but there are 
programs that will recover the 
information even after a formatting and 
partitioning. Think of formatting as 
writing line boxes around empty spaces. 
Drives have sectors for data. An index 
tells what is in every sector. When you 
format the drive, all you’re doing is 
redrawing the boxes and eliminating the 
index. Formatting does not erase the 
data. All it does is eliminate the pointers 
to the data. Data can be recovered by 
someone with skill. 

The overwriting programs will write 
every piece of data with 0’s and then 
with 1’s. Seven times is the number 
recommended for best security (for hard 
drives). 

There’s one secure way to wipe out a 
hard drive as performed by a member. 
He’s an accountant and got the standards 
from the IRS that said he must certify 
data is destroyed when he disposes of a 
computer. The cheapest company he 
found to certify that cost $250. He 
decided that for 49 cents a 12-gauge 
shotgun shell did just about as well.  
Video editing program 

Q: What’s a good free video editing 
program? Moviemaker doesn’t work for 
what I want to do. 

Jessica: I’ve looked, too, and haven’t 
been able to find anything. I’m still 
trying to find something I like. 
XP reinstall 

Q: I’m having problems installing 
programs in Windows XP and wonder if 
I have to reinstall Windows. I get 
messages that Windows Installer is 
running into problems. Can you discuss 
reinstalling? 

A: Do you want to do a destructive 
or nondestructive reinstall?  

Q: What’s the difference? 
A: A destructive reinstall kills all 

your programs. A nondestructive 
reinstall leaves programs intact and 

reinstalls only Windows, possibly 
leaving some problems unsolved and 
being more prone to errors. If you do a 
destructive rinstall, you’ll need to 
reinstall all programs so be sure you 
have the CDs and serial numbers and 
back up you drive first.  

Q: Destructive, then. 
A: To do a destructive reinstall, put 

the Windows CD in the drive and follow 
the instructions. You’ll reach a point 
where you get a message that a version 
of Windows is installed and do you want 
to repair or kill it (that’s not the exact 
wording, but the idea will be clear). 
You’l l  need your  motherboard 
installation disk from the manufacturer 
with the drivers because they won’t be 
in Windows. When we sell a computer 
we include the motherboard CD. Some 
others don’t. If you don’t have the CD 
you’ll have to get the model of your 
motherboard before you reinstall and 
download the drivers from the 
manufacturer’s website. Depending on 
the model you might be able to get the 
motherboard information with just the 
model number on the back. If you can’t 
you’ll have to open the box and find it. 
You might be able to run Belarc 
Adviser, which usually gives back 
correct information. In the shop we open 
the case and look for model numbers on 
the motherboard. It’s the only sure-fire 
way. 

Q: How about a restore point? 
A: It probably won’t help in this 

case. System Restore fixes parts of the 
registry. The Windows Installer is 
farkled, and System Restore doesn’t fix 
programs. It’s good if you install the 
wrong video driver because you can go 
to Safe Mode and restore the part of the 
registry that says use this driver for 
video rather than the one I just installed.  
Upgrading XP to Windows 7 

Q: Is it better to upgrade XP to 
Windows 7 or do a clean install? 

A: In theory, you can’t upgrade XP. 
You have to do a clean install. If you try 
to upgrade, you’ll get a message saying 
you have a Windows installation, but the 
CD will then do a complete fresh install. 

But the dirty little secret is that you can 
use the upgrade disc to install Windows 
7, and it will install but tell you that you 
can’t register it. So then you use the 
upgrade disc again, and it will install 
and let you register the new installation. 
There’s some question whether this is 
legal, but it’s a gray area because when 
Vista came out that’s what Microsoft 
recommended you do. All the Vista 
discs were upgrade discs at first, and 
Microsoft said to do what I just 
described. 
Office 2003 to 2007? 

Q: Can I upgrade Office 2003 to 
2007? 

A: Yes, but I’m not sure I would. 
The main difference between 2003 and 
2007 is the addition of ribbons and 
changing the locations of some 
functions. For me, most of the changes 
just made the program harder to use. I 
had to upgrade because we sell Office 
2007 and have to support it, but I prefer 
using 2003. The other changes are 
primarily for team collaboration in big 
companies. I’ve very carefully saved my 
2003 discs for when I retire. 

Q: What about upgrading to 2010? 
A: I could have downloaded the beta 

version but didn’t, so I’m not sure what 
it’s like. I hope they’ve made it easy and 
simple to set up because it’s a pain in 
Office 2007. 
Wireless devices 

Q: I bought two sets of wireless 
keyboards and mice, and they both 
stopped working. 

A: I assume you’ve checked the 
batteries. If you’re using wireless 
devices they have little synchronize 
buttons on them on the bottom. They 
sometimes help. (That had been tried.) 
You can plug both receivers in to the 
computer and use one for the mouse and 
one for the keyboard. (That had been 
tried.) Audience member suggested 
rebooting and that had also been tired 
but didn’t help. 

There is a high failure/dissatisfaction 
rate with wireless devices, but other 

(Continued from page 6) 
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people have been using the same ones 
since 2003 and had no problems and 
can’t understand why anyone else does. 
I will say stick to Microsoft or Logitech. 
We haven’t had real good luck with the 
Fellowes and other off brand devices. I 
don’t know what to tell you, but it 
happens because we have them brought 
into the shop and can’t make them work.  

Comment from audience: We have 
three or four wireless devices that are 
close to each other in the office and we 
have to periodically resync them. 

Toby: That often works, but 
sometimes it doesn’t. 

Q: I’m using a wireless mouse and 
when the battery runs out, it just stops. 
There ought to be a way to get a battery 
low warning. 

A: You’ll have to talk to the 
engineers on that one. Telling me 
doesn’t help much. 

Comment from audience: I use 
Logitech, and it does have a warning.     

 
Regular Q&A 

Reported by Diane Mortensen  

Introduction 

Microsoft Security Essentials is a 
better anti-virus program than AVG or 
any of the other free ones. You do not 
have to go through the renewal process 
every year, do not have to go through 
the assessment process, “No, I do not 
want to buy, give me the free one,” 
every year. Microsoft Security is the 
best of the free anti-virus programs. I 
was hoping to have the flash drive here 
so we could update the CIPCUG flash 
drive, but unfortunately, I did not have 
time to finish, but I have it downloaded 
and ready to go.  I did have some trouble 
with the flash drive we were using.  

We hope to have it done by next 
month, but in the meantime, you can 
download Microsoft Security Essen-
tials..   
Processors 

Q: A question about processors, Intel 
versus AMD, and others. I am very con-

fused about all of that, clarification 
please. 

A: In about two minutes: Four years 
ago in our shop we were selling mostly 
AMD; right now, we are selling virtually 
all Intel. I went to a distributor’s dog and 
pony show where they had engineers 
from all the companies, and AMD was a 
no-show. I was talking with one of the 
Intel engineers and said four years ago, 
we were doing AMD and now we are 
selling exclusively Intel. He said, “Well, 
four years ago you should have been 
using AMD because it had a better chip, 
but they do not have one now.” Without 
getting too technical, the traces — they 
call them wires — that electricity goes 
through, the thickness of them have a lot 
to do with how much electricity they use 
and how hot they get. Intel was able to 
come up with much thinner traces that 
use much less electricity and run much 
cooler. Just using less electricity and 
being cooler was the tipping point, and 
they are doing a very good job with the 
chips. I am only going to talk about the 
three current chips. You are going to 
find closeouts on the remaining ones.   

The new three chips going through 
Intel: They are in a group of three fami-
lies, the I-3, I-5, and the I-7. Forget 
about the I-7, the lowest of which runs 
around $400 for the chip alone. It is al-
most exclusively for server use and ex-
tremely high-end. For small-business 
servers they are recommending the I-5.  
For workstations they are recommend-
ing the I-3. Most in this room are I-3 
people and a few of you extreme gamers 
and so on who might buy an I-5, but the 
I-3 is where most of you will be. In the 
I-3 family, they have completely differ-
ent options. Most home users only need 
dual core, not quad core. Quad core is 
nice in a server setting because if you 
have one server with 20 or 30 people 
trying to get data from it, they can dedi-
cate some of the one processor core to 
furnish certain types of data to one class 
of people and other types of data to an-
other group. More cores then become 
advantageous in that situation. For most 

of you doing one program at a time and 
not having something intense running in 
the background, quad core does add 
speed, but adds significantly to the cost, 
and generally you are better off getting a 
dual core, which runs faster than a quad 
core, which runs much slower for the 
same price. Again, most home users if 
you are going to spend money do it on 
dual core not quad core. For most of you 
the bang for the buck is in dual core. 

Q: I bought an I-5, 267, and as the 
demand goes up on it, it goes up to 3.2; 
the chip also goes up, and it gives added 
speed, as you need it. My daughter has 
all kinds of digital photo processing, and 
she has everything running on an old 
version of XP I had, that used to slow 
down, but now with the I-5 it is much 
faster.  

A: We have a company that is doing 
an AutoCad 11 workstation and we 
spoke to the cad engineer as to what he 
needs — do we get the I-7 or a I-5? — 
and he said until you get to the 3-D ren-
dering, I-5 is what you want; spend the 
money elsewhere. We are getting our 
client an I-5; 3-D rendering is not work-
ing all that well in architectural/graphing 
situations.  They said until another year 
or two, make do with this because the 
horsepower to run 3-D rendering will be 
much cheaper.  
Using Msconfig 

Q: When I go onto Msconfig to turn 
programs off and on, lately I began to 
get intimidated because when I make the 
changes and hit apply, these warning 
signs come up saying you have changed 
the way Windows XP does this or that, 
and it is about 2-3 paragraphs long. I 
have been to Msconfig a thousand times 
and in the last few months they have this 
big warning sign like you are going to 
die tomorrow if you change anything. 

A: This is the first time I have heard 
about this problem. I am not a big XP 
user anymore and have only one ma-
chine with XP and I have not turned it 
on for six months. I am not sure why the 
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warning. Have you run virus scans?  
How many of you in the audience have 
used Msconfig and seen a warning sign 
come up? I do not have an answer for 
you, but what I would do is write down 
some of the key words and do a Google 
search on it.  
32– and 64-bit processors 

Q: What is the difference between 
32-bit and 64-bit processor? 

A: You could not buy a 32-bit proc-
essor for many years because they 
stopped making them five years ago.  
The difference is that you can install a 
32-bit operating system on a 64-bit proc-
essor; it loses all the horsepower you 
have, but you can do it.  We have been 
in an environment for four or five years 
where you were buying all the high-end 
chips for a 64-bit, and software is 32-bit.  
When we get a body of 64-bit software 
to go with the 64-bit hardware, all 32-bit 
stuff will disappear for good.  
Non-wireless router message 

Q: I have a Netgear nonwireless 
router at home, and I get a message I 
have a wireless router on the system. Is 
that possible?  

A: When you say you have a wire-
less system is it a router and if so, what 
is the model of the router?  Is it Netgear?  
If it is a Netgear router, then you either 
have a wireless Netgear router or your 
ISP provided you with a wireless router 
with its install. If you don’t have a wire-
less router, by far the easiest thing to do 
is throw the Netgear away and get a new 
wireless router. You can get good wire-
less routers for about $60 or even 
cheaper. The correct solution according 
to the technology is called an access 
point — you plug it in your network, 
and it will allow you to do wireless as a 
relay point for your network. Perfect 
solution, works great, cheapest access 
point I know about is $125. The access 
points are good if you have a big office 
and you can run a wire to the back of the 
office and put the access point up there 
and you can relay to the back of the of-
fice and you do it to get coverage. You 

can put in four or five access points and 
get everyone in the office covered with 
wireless, when the signal got too weak 
from the front to the back of the office.  
That does not happen to too many of our 
houses. Maybe if you are up on a hill 
somewhere with a 10,000-square-foot 
home, but for most of us you just do not 
need it. All you need is the router, and it 
is by far the cheapest solution. The one 
thing I would do is to go into your Net-
gear router and check all the settings.  
Then when you get your new router, I 
would plug your laptop that you are go-
ing to use wireless Netgear in and con-
figure the router so it is the same as the 
Netgear. Then I would replace Netgear 
with a router preconfigured with the 
same IP addresses, the same methodol-
ogy for getting into — if you have 
PPPOE (Point-to-Point Protocol over 
Ethernet) you get your user, password 
entered into it, and all of it ready to go.  
There is no point in hanging on to the 
old router unless you keep it around in 
case the new router goes out; you can at 
least get on the Internet in an emer-
gency. In two years’ time you will 
probably forget where you put it, so you 
might as well throw it out, or bring it 
down here and give/sell it on the con-
signment table.  

Q: What about the new Netgear 
wireless, the top of the line? 

A: Top of the line for Netgear is 
middle of the road for the better manu-
facturers. That is not bad. The Netgear 
routers are an attractive price point and 
there are better routers do a decent job.  
The same as a middle-of-the-road Cisco 
home router, Belkin, D-link, Linksys, 
and SMD are the better ones of the 
group and quite a bit more expensive.   
ShieldsUP and ports 

Q: I went on the Steve Gibson web-
site and I ran the program to check and 
see if the ports are secure or closed, 
ShieldsUp. It said I have the greatest 
security on my computer and was invisi-
ble to the Internet to hackers and guys 
like that. I do not understand it because 
obviously, I am on the Internet, so what 

does that mean?    
A: ShieldsUp is a port scan.  

GRC.com is Gibson Research Corp. and 
Steve Gibson makes the premiere hard 
drive recovery program called SpinRite.  
It is better than ten other programs any-
where and runs about $75-$79 and you 
can only get it from Steve. It works 
great. That is his commercial. The re-
mainder of the things he does are pro 
bono for the good of the community. He 
created ShieldsUp, where you run the 
program, and his computer sees if it can 
penetrate your system as if it was being 
done by an outside hacker without any 
request from you.   

In other words, if you go out to 
GRC.com and ask for a page, it will 
respond and send back the page, because 
your router or firewall is expecting that 
page and sends it to you since you asked 
for it. If they happen to know your IP 
address and started shoving this at your 
IP address, nothing would happen be-
cause you did not ask for it. That is your 
firewall protection. Now, can you get 
through a firewall? Some programs have 
to respond — if you have a mail server it 
says I am here, ready on port 25 and it 
advertises some things. If there are open 
ports, you can communicate across the 
Internet. If you cannot do that, then you 
do not have a server. Those of us at 
home do not have servers and we do not 
need an open invitation for the Internet 
to come into our computer. You can 
have your port shielded so that they do 
not advertise and somebody cannot 
come in and it makes coming in for a 
hacker far more difficult.   

When Steve first came out with 
ShieldsUp around five years ago, Micro-
soft was putting out systems that were 
horribly insecure and leaving all kinds 
of ports open by default. The standard 
Windows firewall was a joke, and that is 
when you started getting all of these 
third-party firewalls. They were attempt-
ing to protect computers better than they 
had been at the time. With the advent of 
Vista, Windows 7, and with SP-2 for 
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XP, Microsoft started tightening down 
open ports and turned off everything 
running if you did not need it. Then with 
SP-3, even more was turned off and with 
Vista and Windows 7 almost everything.   

The necessity of checking ShieldsUp 
on Gibson’s site is quite minimal now, 
and I believe you will discover that of 
all those in this room, only 20 percent 
would have anything open. For others 
who did have something open it was 
because of using some kind of peer-to-
peer network, that possibly a grandchild 
had stuck on your computer when they 
were visiting. It might not be a bad idea 
to get rid of it, but that is probably the 
limit of what would be found. With the 
exception of a couple of others who run 
server services and we do actually ad-
vertise, I would wager that 35 percent of 
this room would come up with the same 
results. I give Gibson a lot of credit as 
he is the guy who started it all, telling 
everyone how insecure everything was 
and telling the world at large that you 
have these open ports that hackers use 
and you are nuts to leave them open. He 
went begging Microsoft and even the 
Linux people to close ports and if you 
install a program that needs them let the 
program open them, but by default leave 
them closed. The industry finally got the 
message.  It does not hurt to check to see 
if something was installed that should 
not have been. You could check under 
the port.   
Active X Controls warnings 

Q: While using Internet Explorer I 
get with some regularity a dialog box 
that pops up asking “do you want to 
allow software such as Active X Con-
trols to plug in and run,” and regardless 
if I say No or Yes or click on the X but-
tons it still pops up every once in awhile.   

A: Right now, we do not have 
enough information to know what the 
issue is. First thing I would suspect is 
spyware and possibly something trying 
to run Active X on your Internet Ex-
plorer. Second thing I would check is 
your security settings. Go to Tools > 

Internet Options > Security > Use De-
fault and see what happens. If you have 
some custom security, you might have 
something that is giving mixed signals.  
I do not know of any settings that do, 
but it is possible. Third thing is why in 
the world are you using Internet Ex-
plorer? 

Because of the Windows Update 
features built into it, Internet Explorer 
has to use Active X. It was built with an 
insecure scripting language, and it is still 
insecure. Microsoft has done the very 
best that it  can to make it as secure as 
possible, but its inherent architecture is 
insecure, and all Microsoft is doing is 
patching Band-Aids on the leaks on the 
Titanic. It is not a good thing to use ha-
bitually, particularly when you do not 
know where you are going. When doing 
Google searches, you never know where 
you will land. If you use Firefox, 
Chrome, or Opera, they all use Java for 
their scripting language. Java was writ-
ten after we discovered hackers, it has 
what is called a sandbox where stuff can 
load, but when you close the program 
down it disappears so that things are not 
installed permanently, but only tempo-
rarily. It has many security features built 
into the language itself and it is a far 
more difficult environment for hackers 
to hack into the programs. In addition, 
Microsoft used to have 95 percent of the 
browser market and now it’s down to 
about 60 percent. If you are a hacker, 
you will still write for 60 percent of the 
market instead of 30 percent, which is 
approximately the market share Firefox 
has and other browsers, up to 10 percent.  
If you are a hacker, it makes sense you 
are going to write for 60 percent instead 
of 30 percent. Many people really dis-
like Microsoft and they do not particu-
larly dislike Firefox, Google, or Opera. 
You are about 10 times more likely to 
get spyware as you are using Firefox, 
Opera, or Chrome. We preach repeat-
edly on this topic, and still there are peo-
ple who continually ask questions about 
problems they have when using Internet 
Explorer. If I could get all of you 

weaned off Microsoft Internet Explorer 
to using a real browser probably 50 per-
cent of the problems we have in this 
room would disappear, and I am not 
exaggerating. Half of the problems we 
get on a recurring basis on the Q&A 
sessions month after month would go 
away if I could persuade you to stop 
using Internet Explorer. I am losing pa-
tience with habitual users of Internet 
Explorer.   
Downloading videos to Media Player 

Q: How to you download a video off 
the Internet onto Windows Media 
Player?   

A: That is a five-part answer. First, 
click on the Internet video, making sure 
that it does not have any viruses attached 
to it, and then double click telling it to 
start up. It will start up with whatever 
your default video player is for whatever 
type of video it is — WMA or Flash, 
MP-4, or whatever — and it should pop 
up on your default video player. Another 
way is you can open up Media Player 
and go File > Open and navigate to 
wherever you saved the video and tell it 
to open up.  
Firefox and Chrome 

Q: I run Firefox and Chrome, and I 
prefer Firebox. Sometimes when I run 
Chrome, I somehow go into websites 
that do not support Chrome, only Fire-
fox, Internet Explorer. I read somewhere 
that Chrome was bigger than Firefox. 

A: No, that is inaccurate. The current 
statistics are, Internet Explorer, 60 per-
cent; Firefox, 30 percent; Chrome, 8 
percent; and others like Safari, Opera, 
and others split up the other 2 percent.  
Incidentally, I think Opera is a much 
better browser than Chrome for what-
ever it is worth. If any of you have 
played around with them and you are 
looking for a good browser, Opera is a 
very cool browser.   

We started on this topic, so let me 
give you my opinion about Firefox. It 
has about 10,000 extensions, or some 
big number — I not sure — and it has 
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Important Q&A reminder: Please wait for the microphone to ask, answer or comment on a question. Although we have several micro-
phones during the   Q&A sessions, they do not pick up sounds from far away. While this eliminates the general background noise from the 
tape, it also means that useful information offered without a microphone is not recorded and, therefore, can not be transcribed for TOE.  

More on Q&A: Unrecognized new folder 
extensions to do some things I have 
never heard of. If there is something, 
you want to do in a browser and find if 
someone has written an extension, you 
will find it in Firefox. It is by far the 
most customizable, flexible, and easiest 
way to do whatever you want to do 
browser.  

The disadvantage to Firefox is that 
when you click it on, it takes a long time 
to load. If you have loads of extensions 
in Firefox, the time is longer.  Once you 
have Firefox open, it is as fast as any 
other browser in terms of going to sites, 
getting data, and rendering. If you want 
a browser that is very fast to load and go 
look for something, use Opera instead of 
Firefox. It is smaller — I think the 
whole thing is like 2MG of program — 
a very small browser and very elegant, 
very nice. Firefox is what I would use to 
get up on the computer for long 
stretches, have the flexibility, and be 
able to install programs. On my laptop, 
many times I will use Opera if I am do-
ing a quick and dirty look.   
Saving video in XP 

Q: When I tried to save a video clip 
in XP using Media Player, it gave me an 
error message stating, “You do not have 
the proper codec.” When I play it in 
Windows 7, it plays fine. Can you com-
ment on that?  

A: Sure, you just download the free-
ware, Windows codec for XP, install it 
and you will have the codec.  Codecs are 
a way to translate the file format into a 
program that will actually display infor-
mation and coding. Many times with 
XP, ways of creating files that XP has 
never heard requires a new codec. That 
is why Win 7 will do it and XP will not, 
but you can download codices. If you 
can wait until I update the new flash 
drives with freeware, it will be in that 
group you will be able to download. 

Internet Explorer and updates 

Q: You said that you do need Inter-
net Explorer on computer, but you can-
not get rid of it. When it is closed and 
there is an update, will it open up and 
then shut back down? 

A: You are not going to get viruses 
or spyware going to the Windows Up-
date site. Microsoft is not loading vi-
ruses on your computer. The fact that 
you are using an insecure method to get 
information from the Microsoft server is 
not a vulnerable activity. However, what 
you do not want to do is go to a Google 
search and start clicking on these when 
you think it is a free codec pack, but it is 
actually some kind of spyware. That is 
what you do not want to do in Internet 
Explorer, instead use Opera.   
Unrecognized new folder 

Q: I just noticed a new folder on my 
drive where I put all my files on and it is 
labeled with a bunch of numbers that I 
do not recognize. It says something 
about date picture taken and date modi-
fied 2008. What is this about? 

A: Those files were created when 
you got your computer and they are 
there in case you ever have to reinstall 
your Windows software. You have an 
AMD processor; it has the 64-bit drivers 
and the I386 folder that is what you can 
use to reinstall Windows. It’s more than 
likely they were hidden files and for 
restore purposes and somehow they are 
no longer being hidden, but it has been 
there from the beginning.   
PDFs and Firefox 

Q: Recently, I did an upgrade to 
Firefox and the other day when I was 
opening up a PDF e-mail from a friend, 
it opened up a new window and created 
a PDF window, but it was all black.  

Do I need to do some sort of upgrade 
or add-on for Firefox to open up the 
whole PDF file. It says it is done, but the 
PDF is not there.  

I am opening the e-mail up in AOL, 
and it just recently been doing this.   

A: I think you will not solve the 
problem, but you can try reinstalling the 
add-on for PDF reader for Firefox. Go in 
and uninstall it and then reinstall, but I 
do not think that will solve your prob-
lems.  I believe the problem is that it is a 
very old PDF format; either PDF 3 or 4 
and I think Adobe is phasing out the 
ports for those. The only people manu-
facturing PDF versions 3 and 4 are peo-
ple who are doing it because there is no 
adequate copyright. They are trying to 
fix it so that you cannot put PDF riders 
for everyone to open, like Open Office 
and others. You can right mouse click 
on it and save it to disk and with Win-
dows Explorer will open it up. Adobe 
Reader is the one that will not read it, 
that is the issue. The newer versions of 
Adobe Reader are not reading every old 
Adobe file format. They deliberately 
fixed some of the old reader formats like 
3 and 4 and I believe the oldest one it 
will read is 5. Other PDF readers will 
work fine, but then they do not have the 
add-ons from Firefox that Adobe does.   

Q: Is it possible to edit a PDF file 
you received as an e-mail attachment. 

A: No. Understand that PDF was 
designed to be a format that guaranteed 
the integrity of the document. For exam-
ple, you go out to IRS and download the 
IRS forms for filling out the tax forms 
you do not have. The reason the IRS is 
willing to give you a PDF form is be-
cause you cannot edit it. If you could 
edit it, you could make all kinds of 
changes and cut your taxes in half. They 
would not be pleased with that and more 
than likely no one at the IRS would no-
tice. You cannot edit PDF files, but you 
can create a form with embedded blanks.  

On some programs, you can cut and 
paste and put it into Word and make any 
changes, then put it back in a PDF for-
mat.   

(Continued from page 10) 
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Program:  Encryption 

Keeping secrets is not a easy task 
By John Weigle 

jweigle@vcnet.com 

C ryptology — “the art and sci-
ence of keeping messages 
secure” — and cryptanalysis 
— “the art and science of 

reading encrypted messages not in-
tended for them” — were the topics of 
our May presentation, which seemed to 
prompt more questions than most of our  
recent programs. 

Speaker Neil Waybright said he be-
came interested in encryption as a teen-
ager, when it was considerably more 
difficult to get information because, he 
said, the government kept much tighter 
control of such information then than it 
can today. 

Cryptography is important because 
it’s used to keep state and military se-
crets, not to mention financial informa-
tion and other data, secret. And the re-
sults for those who can’t do cryptogra-
phy well can be “death or disadvantage,” 
he said.  

“You want to protect the movement 
of troops. You don’t want the enemies 
lying in ambush waiting for our guys 
when they arrive in the field of battle.” 
Also, he continued, “much of the money 
in this country moves around, not by 
armored car, but via electronic transfer 
— electronic transfer of funds. You 
don’t want bad people being on the re-
ceiving end and getting your electronic 
funds transfer.” 

Computer systems, he said, use cryp-
tographic functions in their authentica-
tion. 

Encryption has had many systems 
that their developers and others felt 
could never be broken, which is usually 
a mistaken belief based on a poor under-
standing of the underlying problems of 
encryption, he said. The assumptions:  

“Nobody will ever be able to figure 
this out. Nobody will ever be able to 
factor a 1,000-digit number. Nobody 
will ever be able to figure out that I 
wrapped a piece of cloth around a stick.” 

The Cesar cipher was just that: 
“They took a piece of cloth, they wrote 
the message — first they took a stick of 
a known diameter, and they wrapped the 
cloth around the stick in a sort of spiral 
and then they wrote the message verti-
cally on the stick so that when you took 
the cloth off, the letters appeared to be in 
a jumbled order. But it wasn’t that hard 
to keep a selection of sticks around and 
wrap around a few sticks and see where 
you start to get the start of a word and 
figure out which stick you needed.” 

Basic systems of encryption are sub-
station, also called confusion, and trans-
position, also called diffusion. 

One of the most basic problems with 
both types of encryption is that every 
language has a frequency of letters — 
that is, in a long text, some letters con-
sistently appear more often than others. 
In English, the key is ETAOIN 
SHRDLU (CMFGYP WUVKX JQZ). 
In English, if a letter other than E is the 
most common, you know the text is a 
transposition cipher of some kind, he 
said. Interestingly, if you can break a 
small amount of the code — 11 charac-
ters in a row that make sense — it’s 
comparatively easy to get the rest, he 
said. 

Transposition ciphers can be broken 
if you can insert some information you 

know has to be sent. During World War 
II, the United States let Japan intercept a 
message that they knew would be en-
crypted and transmitted. In computer 
terms, this technique can be used on 
wireless transmissions, he said. 

Both substitutions and transpositions 
can be done with computers.   

Sometimes, of course, it’s not neces-
sary to break a code. That can happen if 
the person trying to break a code can use 
the “rubber hose/purchase key/theft” 
attack. “Some crypto systems are very 
hard to attack head-on because they’re 
actually reasonably well done, and it’s 
much easier to just pay someone dishon-
est on the other side to give you the 
keys,” he explained.  

In modern systems, an attack via a 
protocol is the most common. A proto-
col is “an exact series of steps, between 
two or more parties, to achieve an end 
goal.” In a good protocol, “it should 
never be possible to achieve more, or 
learn more than is specified in the proto-
col.  If it is possible, a design error is 
present in the protocol.” 

For instance, in some systems, the 
two machines must exchange informa-
tion. Sometimes, however, one machine 
— or a third party — can send a mes-
sage that says we have to start over. That 
won’t make the SSL lock disappear on a 
browser screen, but the information be-
comes available to the third party. 

How do you defend against that? a 
member asked. 

“It’s not easy,”  Waybright replied. 
That’s one reason, he said, “I don’t do 
online banking wirelessly — I don’t, 
don’t, don’t, don’t — never, never, 
never.” 

Internet Explorer 8 and Firefox 3.6 
and higher help users avoid the problem, 
but the question is whether the people on 
the other end fixed their servers. “A lot 
of them have not,” he added. 

“It’s not just the military that has to 
worry. It’s not just Homeland Security. 

(Continued on page 13) 

Photo by Jerry Crocker 

Neil Waybright discusses encryp-
tion at the May meeting. 
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More about encryption ... 

It’s everyone who has a bank account,” 
he said. 

Some well-known encryption sys-
tems are DES (Data Encryption Stan-
dard), AES (Advanced Encryption Stan-
dard), Blowfish/Twofish, RC4 (which 
has “notable weaknesses”), RSA Public 
Key Ciphers and Elliptical Curve Asym-
metric Ciphers.  

RC4 has a number of weak keys but 
is used in short transfers of information. 
WEP used RC4 as its algorithm but runs 
too long without changing keys, he said. 
WPA is Wi-Fi Protected Access, which 
uses TKIP (Temporal Key Integrity Pro-
tocol), which changes the key regularly 
and often. 

“Encryption methods that were 
based on fancy tricks are subject to 
catastrophic failure,” he said. He told the 
story of a cryptologist who was making 
a presentation on a method that he 
claimed could not be broken in a trillion 
years. A code-writer in the auditorium 
wrote some code, ran it and broke the 
encryption in a matter of seconds by 
coming at it in a different manner. 

Steganography allows information to 
be hidden in other data, such as text in a 
picture. Chaffing hides information in a 
mass of other data. Quantum computing 
is coming but not here yet. “It will 
change the world when it gets here. I 
don’t know when,” he said. 

Answering questions, Waybright 
said: 

People in the security and intelli-
gence fields must report all contacts 
with foreigners along with information 
on conversations and any witnesses to 
them. They’re also subject to travel re-
strictions. 

Online banking threats are varied, 
ranging from the person at Starbucks 
trying to intercept your information to 
former Russia Mafia types who use such 
things as keyloggers and methods to get 
you to click on a link in an e-mail. 
“Never ever, ever, ever, ever, ever click 
on a link that somebody else sent you,” 
he said. “The banks don’t do it — the 

smart banks don’t do it.” They will say 
there’s a problem, please call us. Way-
bright had a call from American Express 
that said please call us at the number on 
the back of your card. He did and was 
asked if he was in the south of France or 
Mexico or Canada. He was in El Se-
gundo. The company said they thought 
his number had gotten out. 

A wired device can be snooped, but 
it’s less likely to be than a wireless one.  

Nano research is driving technology 
forward and will ultimately affect en-
cryption and decryption, but he does not 

(Continued from page 12) 

(Continued on page 14) 

Basic types of cyphers 
Simple substitution (line up two alphabets one under the other, find 

the letter you want to use, and then write the letter that’s under it; obviously, 
the second alphabet has to be jumbled. The Vigenere cipher uses 26 al-
phabets, which was believed to be unbreakable until World War I but is now 
trivially breakable.) 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
FMZKLRENAYQBXCUDGVTHSPIOHJ 
 
ANIMAL HOUSE IS A GOOD MOVIE 
becomes 
FCAXFB NUSTL AT F EUUK XUPAL 
 
Simple transposition (in this case, it’s written in two rows and then the 

columns are copied to become the new message) 
ANIMAL HOUSE IS  
A GOOD MOVIE 
becomes 
AAN IGMOAOLD  HMOOUVSIEE  I S 
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More about encryption ... 
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VCC new PC SSD Upgrade 
40GB X2540GB X2540GB X2540GB X25----V  Solid State Drive Upgrade $150.00V  Solid State Drive Upgrade $150.00V  Solid State Drive Upgrade $150.00V  Solid State Drive Upgrade $150.00    

80GB Intel X2580GB Intel X2580GB Intel X2580GB Intel X25----M Solid State Drive Upgrade $250.00M Solid State Drive Upgrade $250.00M Solid State Drive Upgrade $250.00M Solid State Drive Upgrade $250.00    
160GB Intel X25160GB Intel X25160GB Intel X25160GB Intel X25----M  Solid State Drive Upgrade $475.00M  Solid State Drive Upgrade $475.00M  Solid State Drive Upgrade $475.00M  Solid State Drive Upgrade $475.00    

You know you want one. Don’t wait. Do your part to You know you want one. Don’t wait. Do your part to You know you want one. Don’t wait. Do your part to You know you want one. Don’t wait. Do your part to 
stimulate the economy now! We’re waiting.stimulate the economy now! We’re waiting.stimulate the economy now! We’re waiting.stimulate the economy now! We’re waiting. 

 

My SSD Rocks! 
Be the first on your block with this new technology. 
Replace your boot device with an Intel SSD Drive.  
Use your mechanical drives for data storage.      

Watch you PC startup faster & 
operate like never before. 

Ventura County Computers 
  www.vccomputers.com 

(805) 289-3960 
2175 Goodyear Ave. #117 Ventura 93003 

know of any nano attacks that have been 
made yet. 

Most attacks are not sophisticated. If 
Russian intelligence agents are after 
you, they can probably crack whatever 
you have. The crack head who finds 
your lost or stolen flash drive is less 
likely to be able to decipher it. Encryp-
tion programs are available for flash 
drives, but don’t lose your password or 
you won’t be able to get to the informa-
tion either. 

Waybright uses PGP, which isn’t 
perfect but is sufficient for his uses, he 
said. 

Single-word passwords can be deter-
mined with dictionary attacks. Pass-
words based on your birthday or address 
are also fairly easy to crack. “You have 
to find something that you’ll never for-
get and yet virtually no one would ever 
guess — and that’s not easy to do.” Re-
cent research raises doubts about most 

of what we have been told about pass-
words, he said. Longer passwords are 
better and work without having to mix 
capital and lowercase letters, numbers 
and punctuation marks.   

Foreign language passwords can 
sometimes be better. But he had a crack 
dictionary with 61 languages in it, so 
such passwords are not perfect. The dic-
tionaries had the words that could be 
typed on a regular keyboard.  

One good approach is to use the first 
letters of words in a phrase, such as “I 
met my wife in San Diego,” and make it 
“ImmwiSD,” which looks pretty random 
but will still be memorable for the user. 

Biometrics are being studied for se-
curity, but a Japanese researcher and 
fourth-grade teacher took his students to 
a store, bought bags of Gummy Bears 
and showed them how to make Gummy 
Bear fingerprints they used to log in as 
each other.  

“There are weaknesses in virtually 

everything. One of the goals is to make 
the hurdle high enough that you’re not 
attacked without turning into some sort 
of paranoid nut,” he said.    

On the Net: 

A version of Waybright’s presenta-

t ion  can  be  found  at  h t tp : / /

www.waybright.org/neil. 

More about the speaker:  

I started my interest in cryptography 

in my teenage years, but set it aside 

when I joined the Navy after high school 

and worked in electronic warfare, then 

into communications security, then into 

signal intelligence. After leaving the 

service, my work in computer systems 

seemed to bring me back time and time 

again into encryption and cryptography, 

for its links in computer systems authen-

tication and data security (both in tran-

sit and in storage). I am currently a sys-

tems engineer for a large computer stor-

age vendor and working on a master's 

degree in computer science at CLU. 

(Continued from page 13) 
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By Bob de Violini 

rjddev@gmail.com 

T his month, we begin with a list 
of the Top Ten Computer 
Myths currently making the 
rounds, courtesy of our friends 

at the SANS Institute and the May 2010 
edition of their computer end-user news-
letter called, simply, “Ouch!” 

No. 10. Viruses and worms are cre-

ated by sociopathic teenagers. 

In days of yore, geeks sometimes 
went bad and vandalized computers to 
make a name for themselves. But in 
those days, if your system got infected it 
would act wonky, and you knew some-
thing was wrong. Today, well-financed, 
tech-savvy participants in international 
criminal conspiracies craft malware that 
keeps infections as quiet as possible for 
as long as possible so that they can con-
tinue making money and taking your 
money. They build botnets — armies of 
innocent computers, like yours, that 
have been hijacked and made to spew 
out spam or launch denial-of-service 
attacks. They steal usernames and pass-
words and credit card numbers by the 
score and sell them in lots on the black 
market. 

No. 9. The Internet isn’t safe. It’s 

smart to use it as little as possible. 

Does the potential for getting the flu 
prevent you from leaving your house? 
Have you stopped driving your car be-
cause of all the accidents lately? Did you 
give up hamburgers when Mad Cow 
Disease was discovered? Not likely. 
Yes, you can get into trouble using the 

Internet. The key is to be aware of the 
real risks and prepare for them so you 
can enjoy what the Web has to offer. 
While you can’t eliminate all risk in the 
online world, any more than you can 
guarantee your safety in the real world, 
there are steps you can take to shift the 
odds in your favor. 

No. 8. If it ain’t broke, don’t fix it. 

What if it is broken, only you can’t 
tell it is? Tales of woe abound about 
computer users who’ve been bitten in 
the past by applying a recommended 
patch to a piece of software, only to see 
that software break or foul up something 
else on their computers. Sounds like a 
good argument for skipping patches. 
There's just one problem. Today, a rec-
ommended patch is often, even usually, 
meant to close a security hole. Not in-
stalling it is tantamount to parking your 
car in a bad neighborhood at 2 a.m. with 
the windows rolled down. 

No. 7. If my browser displays the 

locked padlock, the website is secure. 

Chances are you’ve been hearing for 
years about how that padlock in your 
browser will keep you safe. But it won’t. 
In fact, it never did. The padlock has to 
do with securing the connection between 
your computer and the website. Data 
sent via a secured connection is en-
crypted in both directions, but that does 
not mean the website or your computer 
is secure. 

No. 6. I can tell a shady website by 

looking at it. 

Not any more. Even websites that 
look professional and belong to estab-

lished companies are not immune to the 
machinations of cybercrooks who hunt 
for security flaws and insert hidden code 
that attacks visitors surreptitiously. Case 
in point: The New York Times website 
was invaded last September by Bad 
Guys who smuggled in pop-up ads pro-
moting bogus antivirus software. More 
insidious is malware implanted on web-
sites that scans your computer quietly 
for security flaws while you are viewing 
a page. When it finds one, it dumps ma-
licious software onto your system. This 
kind of “drive-by-download” can be 
rigged up on any website — big or 
small, slick or homely, official or unoffi-
cial — at anytime, anywhere in the 
world. 

No. 5. If I go to a website, and don't 

do anything while I'm there, I'll be OK, 

right? 

No! If a site or page has been rigged 
with the right malware, all you have to 
do is browse to it. If your computer is 
not protected, that is all a Trojan 
downloader needs to get a foothold on 
your system. A cascade of crud can fol-
low, as that Trojan goes about silently 
infecting your computer with more mal-
ware. 

No. 4. If a friend on Facebook or 

Twitter posts a link, it's safe. 

As Facebook and Twitter have 
grown in popularity, a swarm of attack-
ers has come along for the ride. These 
are the same people who have been 
sending spam and spinning online scams 
for years. Today, they target social net-

(Continued on page 16) 

Control the auto

Members’ classified ads 
Classified ads are free to members. 

Each ad is limited to 105 characters, 
including spaces and to one ad per 
member per month. Copy has to be to 
John Weigle, editor of TOE 
(editor@cipcug.org), within the week 
after the regular meeting. Otherwise, the 
ad is held to the following month.  

 
 

For sale  
HP DeskJet D 4360 Printer. New. 

Original box unopened.  $25. 
—  J e r r y  K i e s s , 

jerry105@dslextreme.com, 805-985-
5636 
  
Wanted 

Have a small flash drive that you 
don’t use? I could make good use of any 
128 MB flash drives you care to donate 
for next year’s volunteer income tax 

program. — Art Lewis  
 
Other categories as needed 

Security 

Do you believe the top 10 computer myths? 
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By Jeff Levy 

This lesson is copyright by Jeff Levy 

and reprinted with permission. All of his 

more than 400 lessons for both the PC 

and the Mac can be found on his Web 

site, jefflevy.com.  

W indows 7 makes opening 
a file without first open-
ing a program easy if 
you know this cool 

shortcut. I’ll use Wordpad, one of two 
text processing software programs that 
come with all versions of Windows. 
(The other one is Notepad.) 

First, click on the Start button in the 
lower left corner of your screen, and 
then click on all programs. 

Now locate the program you’ll be 
using and then right-click on it. Now 
click on pin to taskbar. 

    You have now placed an icon for 
that program on your taskbar that acts 

like it would have had it 
been in what we called 
the quick launch area in 
previous versions of 
Windows.  
    To open a file in 
Wordpad, locate the file, 
hold down the shift key, 
and then drag the file to 
your new icon and drop 

it. That will open the program and then 
open that file. How cool is that? 

This tip also works in Windows 
Vista. Just drag and drop that program 
into the quick launch area of your task-
bar, located to the right of your Start 
button. If you don’t see a quick launch 
area on your taskbar, right-click on it 
and click on toolbars. Now locate and 
click on quick launch to select it. That's 
it — you’re done. 

 

“Jeff Levy on Computers” can be 
heard from 3 to 4 p.m. every Saturday   

on KABC, 790 AM. Jeff’s notes for 

every show are at www.jefflevy.com. 

Click on Show Notes on the opening 

page to access a wealth of information.  
Jeff has added an additional project 

to his list of tasks: Snapshot Talk Radio, 

Your Eye on the World of Photography. 

T h e  W e b  s i t e  i s  h t t p : / /

www.snapshottalkradio.com. Jeff co-

hosts the program with Timothy E. 

Goodwin, The Photo Professor. The 

website's pages are Home, About the 

Hosts, Tim’s Gallery, How to, Ask Jeff 

& Tim, Cameras, Printers, Accessories, 

Show Notes, Pod Casts and Show Infor-

mation. The website says the show is on 

the following stations: Los Angeles 

(KABC – AM), San Francisco (KNEW – 

AM), Seattle (KVI – AM) and Salt Lake 

City (Freedom 570 – AM).  

Learning  
with Levy 

LEVY 

Opening a file without opening program first  

More on security ... 

works because, like con artists and pick-
pockets, they follow the crowds. Stan-
dard in their bag of dirty tricks are ways 
to post messages that look like they are 
from your friends. 

No. 3. If I just view an e-mail mes-

sage without clicking on any attach-

ments or links, I’ll be safe. 

Sometimes e-mails don't pass the 
“sniff” test, but we figure there’s no 
harm in viewing them just to be sure. 
Bad idea. There are ways an attacker can 
launch an e-mail attack that don’t re-
quire you to click on a link, and these 
techniques can be just as dangerous as 
clicking on an infected attachment. Sim-
ply opening the e-mail may be enough to 
confirm that your account is active and 
that makes your e-mail address more 
valuable to sell to spammers. 

No. 2. This e-mail sure looks authen-

tic. 

Deception in cyberspace is as com-
mon as camouflage in nature. Has the 

Bank of America really placed a hold on 
your account? The e-mail looks official. 
It even has the BofA logo. But stop and 
think. Doesn’t your bank call you when 
there’s been suspicious activity on your 
account? So, call the bank and find out 
what’s up. Have you really overpaid 
your federal income tax? That e-mail 
sounds like you are in line to get a gift, 
but only if you don’t know that the IRS 
never communicates with taxpayers by 
e-mail. Is that Amazon e-mail cancella-
tion notice legitimate? The embedded 
link promises a quick way to find out. 
The far safer way is to log into your 
account as you usually do and check the 
status of your order. Never use any of 
the contact information that’s provided 
in the same message. Refer back to 
trusted information you already have or 
can get independently. 

No. 1. This e-mail is from someone I 

know. 

How did Aunt Jennifer get stranded 
in London without any way to get 

home? Odds are she didn’t. 
Spammers send out e-mails with 

forged “From” addresses because they 
know that a familiar name or address 
will make you give them a second look. 
That’s the nibble. You may even open it 
just to make sure it’s not real. Another 
nibble. Now, what if Aunt Jennifer just 
happens to be traveling in Europe at the 
time? The coincidence may prompt you 
to read the message, perhaps take it seri-
ously, and worst of all, act on it. You’ve 
taken the bait. E-mail messages, like 
envelopes, can be made to display any 
“From” address the sender chooses to 
use. 

* * * 
Along with the above tips, the SANS 

Institute also has periodic updates that 
detail some of the widely circulated 
hoaxes and/or scams that it becomes 
aware of in between issues of the Ouch 
newsletter. The updates in between the 
issues of Ouch! can be found at http://

(Continued from page 15) 

(Continued on page 17) 
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O nce again I find myself com-
pelled to rant about a com-
pany. Not about its product, 
which is excellent, but about 

its way of doing business. But before I 
begin, let me ask my readers, all three of 

you, to submit any com-
ments about products, 
trends or things that 
bother you. I am always 
happy to complain about 
anyone or anything. With 
that said, keep all those 
cards and letters coming, 
all three of them. It really 
makes the time go by 
quicker in my cell as I 

reread all your mail. Now, let’s get to 
ranting. 

It seems that whenever a company 
implements a new service or policy it 
starts a trend that seeps into not only all 
the other companies doing the same 
business but also into parallel industries. 
As other companies see users swallow 
new restrictions and conditions while 
continuing to use and buy a product, 
they wonder why they are not doing it 
also and didn’t think of it first. The bad 
news is they don’t wonder very long and 
soon implement similar policies and 

conditions. What I’m specifically refer-
ring to is to take advantage of technol-
ogy upgrades you must commit to using 
a specific service for a period of time,  
the average of which is now two years. 
I’m sure it would be more if they could 
get away with it.  

The first ones to come to my mind 
are the cell phone companies. To get a 
discount on a new phone, you had to 
commit to a two-year service contract 
with an early disconnect penalty. This 
has many benefits for the providers but 
not so many for the users. Think about 
it: By getting you to commit in advance 
to a long service contract they are able 
to predict future earnings much more 
reliably. And while the cost of providing 
services keeps diminishing they can 
usually keep charging their customers at 
the older, higher rates for service for the 
longest amount of time unless you call 
and they go, “Oh, of course, we’re 
happy to lower your service rates.” They 
can also steer their customers into pur-
chasing whatever technology serves 
them best and profits them the most.  

So let’s say something happens in 
your life to interrupt your cash flow into 
your bank account and you have to cut 
back on extras to live within your 

means. Yes folks, unlike our govern-
ment, some people actually take respon-
sibility for all their financial commit-
ments. So you decide that cable or Satel-
lite TV, Internet phone service or even 
cellular phone service is not in your cur-
rent budget. You will feel the pain of 
ending your relationship by paying a 
large penalty. It also makes you less 
likely to switch to a competing vendor 
for minor disagreements.  

Speaking of minor disagreements, let 
me share a personal one with a certain 
digital content provider. I’ll try to DISH 
it out as best as my memory allows. 

I have a small LCD television in my 
kitchen which I seem to spend a consid-
erable amount of time near. So while I 
prepare the family’s culinary delights I 
can get a “Fair & Balanced” perspective 
on current events. Recently, I started 
remodeling my kitchen and needed to 
replace my TV with one that could be as 
aesthetically pleasing as possible as well 
as HD capable. I needed to upgrade my 
satellite receiver to be HD compatible. 
So I went online and shopped the latest 
offerings, found the model I wanted and 
proceeded to order the product. Now, I 
had attempted to do this in February 

(Continued on page 18) 

Smith 

Rick’s  
rant 

More on security ... 
www.sans .o rg /news le t t e r s /ouch /

updates/.  
It has also used these updates to 

point out the end of all support for Win-
dows Vista without any service packs 
installed back on April 13. If you’re in 
that situation, drop me a line at the e-
mail address at the top of this column, 
and I’ll let you know what to do, as 
there are a couple of hoops you have to 
jump through before installing ANY 
Service Pack to Vista without any Ser-
vice Packs installed. The hoops involve 
installing three separate updates in the 
correct order and then installing Service 
Pack 1. By the way, you can’t just skip 

SP1 and go directly to SP2, as Windows 
Update and Microsoft Update won’t 
offer SP2 without SP1 already installed. 
Shockwave vulnerabilities 

From the Idle Minds are the Devil’s 
Playground Department, we have no less 
than 18 (yes, you read it correctly, 
EIGHTEEN) separate vulnerabilities 
that have been publicly disclosed in the 
past month or so involving Adobe’s 
Shockwave Player that is installed in 
most browsers.  

Adobe issued the initial security bul-
letin on May 11 and updated it on May 
27.  

Adobe has, to its credit, patched 
every one of the vulnerabilities with the 

latest release of its Shockwave Player, 
version 11.5.7.609. The previous ver-
sions (11.5.6.606 and earlier) are shown 
to be affected by these bugs disclosed in 
the past month, so go to the following 
link and grab the latest version to install: 
http://tinyurl.com/2cg9sh4.  

I’ve again taken the liberty of short-
ening a rather long URL for the sake of 
space. The link takes you to a page that 
will automatically offer to download the 
full installer for Shockwave Player that 
will take care of both Firefox and Inter-
net Explorer at once. 

Well, that’s all for this month. Until 
next time, Safe and Happy Computing to 
All! 

(Continued from page 16) 

Dishing it up and out 
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More on Rick’s rant ... 
while they were running a “special,” but 
they were out of the product. They docu-
mented the call and told me to call back 
later when they had the product, and 
they would give me the “special.” The 
first call went well as they acknowl-
edged the previous call offered me the 
upgrade with free shipping. And, of 
course, I had to commit to a two-year 
service agreement. Fine, I said, and 
while he finalized the order, the call got 
dropped — VOIP at its best. Needless to 
say, they did not call me back, and I had 
to start the procedure from scratch. The 
next person finished the order but 
charged me shipping.  

When I received my new unit, I no-
ticed it was not the model I ordered. I 
called back, and they told me they could 
not guarantee me that model because 
their system could not access the prod-
uct inventory. Go figure. They could 
only guarantee a unit of the same prod-
uct family. I could send this one back 
and reorder the correct unit, but they 
could not guarantee I would receive the 
unit I wanted. I could not believe they 
were telling me this. Their website said 
nothing about this and just touted the 
features of the newer models. By this 
time my innate charm was taking over, 
and I asked to talk to a sensible person. 
A supervisor is next in line, and if you 
get lucky you can go one step up and get 

a manager, which will transfer your call 
back to the contiguous 48. The obvi-
ously unhappy attendant gleefully put 
me on hold.  

For those of you who have not see 
the video “Internet helpdesk” just 
Google it and enjoy. One of the time- 
honored techniques to take the fight out 
of irritated customers is to put them on 
hold for extended periods of time. Sort 
of like an adult “Time Out.” By the time 
someone picks up, you’re a little calmer 
and grateful you didn’t have to start the 
process all over again, which is what I 
had to do after 1½ hours on hold on my 
cell phone.  

Toby said “wait ’em out,” but they 
beat me, and I eventually had to hang up 
or pay for overtime minutes.  

I called back again, started the whole 
process and talked to two managers. 
They finally connected me to someone 
in technical support who was quite sym-
pathetic to my desires and worked his 
system to help me. He finally said that if 
I ordered the high end unit I could be 
guaranteed to get the correct product — 
a work-around if there ever was one. But 
I agreed as after four hours of haggling I 
was starting to wear down. He then said 
I would have to pay shipping and a $95 
installation fee. This fired me right back 
up, and I told him I ran a technology 
company and I was probably more com-
petent than their techs. I would self-

install so please send the unit. After a 
failed attempt with his supervisor, they 
sent me to the customer satisfaction de-
partment, which is similar to the people 
at AOL you talk to when you want to 
cancel your service. They do everything 
possible to keep you by talking nice and 
giving you free stuff. The woman I got 
was not going to give or offer me any-
thing except a lecture. So after spending 
another half hour uselessly pleading my 
case and threatening to switch to a com-
petitor I finally gave up.  

All my efforts, all my pleading, all 
my coercion, all my anger and dissatis-
faction amounted to absolutely nothing. 
I was completely beaten down by corpo-
rate America, reduced to a sorry de-
pressed state of mind wallowing in my 
own self-pity as to the state of my own 
ineffectiveness to alter the course of 
events in my life. I ended up keeping the 
unit I didn’t want, signed up for a two-
year service contract, paid shipping, 
called tech support an additional two 
times because they turned off my other 
unit by mistake. At least that’s what they 
told me.  

I am now a beaten and broken man. 
My self-esteem is reduced to a new low. 
Maybe just maybe, by my writing to you 
today you can avoid the terrible fate that 
has befallen me, and that by sharing my 
pain you can avoid a similar situation.  

Woe is me, woe is me. I am undone. 

(Continued from page 17) 

Excel and Word tips 
Excel: Counting cells with                         

specific characters 

Let’s say that you have a Microsoft 
Excel worksheet that contains all the 
people who have ever worked in your 
department. Each name is prefaced by a 
single character that indicates the status 
of the person. For instance, if Fred 
Davis were retired, his name might 
show up as “RFred Davis”. With quite a 
lot of these names in the worksheet, you 

may need a way to count those people 
with a specific status character. 

The easiest way to accomplish this 
is to use the COUNTIF function. If, for 
instance, the status character is the letter 
R (for “retired”), and your range of 
names is in cells A5:A52, then you 
could use the following to determine 
which cells begin with the letter R: 

 
=COUNTIF(A5:A52,"R*") 

The formula works because the 
comparison value is R*, which means 
“the letter R followed by any other 
characters.” Excel dutifully returns the 
count. To search for a different status 
character, simply replace R with the 
desired status character. 

Obviously, if the asterisk has a spe-
cial meaning in this usage, you can’t 
search directly for an asterisk. Actually, 

(Continued on page 19) 
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Back up, back up, back up … and then test 

the backup to be sure it worked. 

More Excel and Word tips ... 
there are three characters you 
cannot search for directly: the 
asterisk (*), the question mark 
(?) and the tilde (~). If you 
want to search for any of these 
characters, you must precede 
the character with the tilde. 
Thus, if you wanted to deter-
mine a count of names that had 
a question mark as a status 
code, you could use the follow-
ing: 

 

=COUNTIF(A5:A52,"~?

*") 

An alternative to using 
COUNTIF is to create an array 
formula that is applied to every 
cell in the range. The following 
will do the trick very nicely: 

 

=SUM((LEFT(A5:A52,1)

="R")*1) 

This must, of course, be entered as an array formula. This 
means that instead of pressing ENTER at the end of the for-
mula, you would press SHIFT+CTRL+ENTER. The formula 
checks the left-most character of a cell, returning the value 
TRUE if it is R or FALSE if it is not. The multiplication is 
done to convert the TRUE/FALSE value to a number, either 1 
for TRUE or 0 for FALSE. The SUM function returns the 
sum, or count, of all the cells that meet the criteria. 

 
Copyright © 2010 by Sharon Parq Associates, Inc. Reprinted by permis-

sion. Thousands of free Microsoft Excel tips can be found online at http://
excel.tips.net. 

 

Word: Printing More Than One Copy 

Microsoft Word gives you complete control over how it 
prints your document. If desired, you can print more than one 

copy of your document. To print to a file, follow these steps: 
1. Choose Print from the File menu. You will see the Print 

dialog box. (To display the Print dialog box in Word 2007, 
click the Office button and then click Print.) A really quick 
way to display the Print dialog box is to simply press Ctrl+P. 

2. In the Copies box, indicate the number of copies you 
want to print. 

3. In the Range box, specify what you want to print. 
4. Check the status of the Collate option. (Select or clear 

the option based on whether you want the pages of each copy 
printed in order or not.) 

5. Click on OK. 
 
Copyright © 2010 by Sharon Parq Associates, Inc. Reprinted by permis-

sion. Thousands of free Microsoft Word tips can be found online at http://
word.tips.net. 

(Continued from page 18) 

The Print dialog box. 



Page 20                                                                           The Outer Edge                                                                June 2010 

 

 
 
 
 
 
 
        
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

A lthough I haven’t seen the results, the number of 
surveys returned about the types of programs 
members would like to see was disappointing — 
fewer than a dozen as of the meeting date. I can 

understand why readers might not want to cut a page out of 
TOE (or, just as likely, why readers might forget to bring a 
copy of the magazine or completed survey to a meeting).  

    But the board does want your opinions and suggestions 
to improve the group, so, please, if you don’t want to cut up 

TOE, photocopy the survey, answer the ques-
tions, and bring it to the next meeting. If you 
don’t have your TOE, one can be downloaded 
from the CIPCUG website. (Toby has posted 
the previous three issues, but we still need a 
webmaster; see the announcements on page 1.) 
Pint out the survey and bring it to the next 
meeting, or, if you’d rather, send an e-mail to 
Craig Ladd at vicepresident@cipcug.org with 
your answers.  
    And if you have ideas about other things the 
club could do to make it more useful to you, 

please share them with us, too. Even though many talents are 
represented on the board, we don’t have any mind readers, so 
if you don’t tell us what you’d like us to do, we have no way 
of knowing.  

Just as a reminder, some of the current benefits are TOE, 
the monthly general meetings and Special Interest Group 
meetings, the sell/donate table at each regular meeting, the 
periodic computer tune-ups, the website, door prizes at the 
regular meetings, and @cipcug e-mail addresses. 

And thanks to those of you who did answer the survey. 
We appreciate your help. 

* * * 
Our annual election will be conducted at the next meet-

ing. This year’s is the easy one. The president can not serve 
more than two consecutive years, and, barring any unusual 
factors, he enters his second year after the election, and all 
the other officers have agreed to run again. Next year, we’ll 
have to find someone willing to seek the presidency, so if 
you’re interested in an office, you have 11 months to think 
about it. 

 * * * 
Shameless plug: Some of you know one of my other in-

terests is UFOs. I recently helped compile a book on the sub-
ject called “Disclosure,” which is at the printer and is sup-
posed to be available on Amazon fairly soon. The publisher 
is Inner Light Publications. I haven’t read the entire book, so 
I’m sure there are parts I’ll agree with and some I won’t, but 
that’s typical in the field. 

— John Weigle, editor 

Treasurer’s          
report for 
April 2010  
 By Art Lewis 

 treasurer@cipcug.org                                          

4-1-2010 through  

4-30-2010 

Category Description   

INFLOWS  
  Coffee income 1.75 
  ISP Income  90.00 
  Membership Income 
     Renewals         545.00 
     TOTAL MEMBERSHIP  545.00 
  Raffle  48.30 
TOTAL INFLOWS     685.05 
  
OUTFLOWS 

  Corporate Exp.               78.00 
  ISP Expense              113.00 
  Rent Paid             150.00 
  Software Purchase 88.89   
  TOE                326.85 
TOTAL OUTFLOWS  756.74 

 

OVERALL TOTAL  -71.69 

 

Unrestricted Funds  6,929.19 
Restricted Funds  1,000.00 
Bank Balance 4-30-10 7,929.19 

Year to Date Income             6,458.49 
Year to Date Expense          -6,871.78 

Lewis 

2010 contributors to The Outer Edge 
Your name can appear 

here, too. Share your 

knowledge with other 

members by sending an 

article, letter or computer tip 

to editor@cipcug.org. 

Ken Church 
Jerry Crocker 
Rick Curry 
Bob de Violini 
Jeff Levy 
Art Lewis 

Helen Long  
Diane Mortensen 
Sharon Parq Associates 

Inc.  
Toby Scott  
Michael Shalkey  
Phil Sorrentino (APCUG) 
Rick Smith 
S m a r t  C omp u t i n g 

magazine 
Bill Wayson 
John Weigle    

There’s still time  
to return the survey  

 Weigle 

Editor’s 
corner 
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Membership report: 

Is it time to renew? 

By Ken Church 
 
email address: membership@cipcug.org 
 
Welcome -  
New Members: Needed 
 
Attendance at the May 2010 general meeting:  
57 members and guests 
 

Total membership: 212 
 
MEMBER RENEWAL INFORMATION 
$30 for single membership, 
$35 for two or more family membership. 
 
NEW MEMBER INFORMATION 
$40 first year for single membership, 
$55 first year for two or more family member-
ship in same household. 
 
Please send your payment to:  
 

CIPCUG MEMBERSHIP 
P.O. BOX 51354 
OXNARD, CA 93031-1354 
 

Or bring your payment to the sign-in table for 
the June 26, 2010, meeting. 
 
April 2010 renewals payment due: 

 
 
 
 

April 2010 renewals payment due: 

 
 
May 2010 renewals payment due: 

 
 
June 2010 renewals payment due: 

 

 Mbr# Last Name First Name Pd to Dt 
0776 Darnielle Jack 201004 
0964 Faue Warren 201004 
0916 Jensen Ted 201004 
1188 Kaplan Gerald 201004 
0830 Kiceniuk Taras 201004 
0965 Kreitzer Shlomo 201004 
1091A Lange Pamela 201004 
1139 Lardin Shawne 201004 
0757 MacArthur James 201004 
1084 Martinez Sam 201004 
0768 Nifong Bob 201004 
1145 Reynolds Curt 201004 

 Mbr# Last Name First Name Pd to Dt 
0452 Simon Hal 201004 
0216 Thompson Bob 201004 
1091 Ursoleo Eugene 201004 
0966 Wright Margaret 201004 
0967 Wright Ward 201004 

 Mbr# Last Name First Name Pd to Dt 
0584 Bircher Andrea 201005 
0207 Birkenshaw JJ 201005 
0340 Burger Lou 201005 
0774 Hoffman LaVern 201005 
0943 Kiess Jerry 201005 
1175 Makuch Michael 201005 
1175A Makuch Suzanne 201005 
1204 Michrina Andy 201005 
1146 Pennise Sam 201005 
0697 Widney Fred 201005 

 Mbr# Last Name First Name Pd to Dt 
1226B Fisher Stew 201006 
1226A Fisher Yolanda 201006 
0878 Garner Bill 201006 
1118 Haggard Roy 201006 
1221 Harris Jack 201006 
0148 Leventhal Bob 201006 
0469 Magallanes CB 201006 
0146 Minkin David 201006 
0342 Page John 201006 
0593 Shalkey Mike 201006 
0478 Stallman Betty 201006 

CHURCH 
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F1—Your Help Key 

(Revised Sept. 7, 2008) 
 

COMMUNICATIONS/INTERNET (GENERAL) 
 World Wide Web  DM 

DATABASES 
 Access  BR 
 
DOS  RP 

E-MAIL 
 Outlook   MS 
 Outlook Express   BR, DM 
 Thunderbird   MS 
 
GRAHICS PROGRAMS 

 IrfanView   MS 
 Paint Shop Pro   DM  

 Photo Shop Elements  BR 

 Print Shop   BR 

  

SPREADSHEETS 
 Microsoft Excel   DM 
  
WORD PROCESSING 
 Microsoft Word   DM 
 WordPerfect   DM  
 

WINDOWS 
 Windows 98, 95   DM, MS (98) 
 Windows 2000   BDV 
 Windows XP   DM 

 

 

 

 

 

Initials  Name  (805) 

BDV   Bob de Violini rjddev@gmail.com 
 
BR Bill Robinson 389-2997 (b) 
   bill@bzus.com  
 
DM David Minkin 469-6970 (cell);  
   484-2974 (home);  
   dddave@cipcug.org  
 
MS Michael Shalkey mshalkey@cipcug.org  
 
RP  Robert Provart  498-8477 (b) 
  
 Phone: (d) = days; (e) = evenings; (b) = both  
 
If you would like to volunteer to help others, please send 

your contact information and programs you’re willing to 

help on to editor@cipcug.org. 

 
. . . . . . . . . . . . . . . . . . . . . . . . 

 

WEB HELP SITES 

Annoyances Central blog (from authors of the O’Reilly 
Annoyances ser ies,  including Steve Bass) : 
www.annoyancescentral.com/ 

Steve Bass TechBite Newsletter: www.techbite.com/ 
DSL reports: www.dslreports.com 
Steve Gibson: www.grc.com/ 
Kim Komando: www.komando.com 
Leo Laporte: www.leoville.com/ 
Jeff Levy: www.jefflevy.com 
Linux distributions: www.DistroWatch.com 
Microsoft: www.microsoft.com/ 
Microsoft Windows XP The Official Magazine (UK): 

www.windowsxpmagazine.co.uk/ 
Microsoft Windows Vista The Official Magazine 

(UK): /www.windowsvistamagazine.com/US/ 
Online safety tips: www.OnGuardOnline.gov 
PC Pitstop: www.pcpitstop.com/ 
PC World: www.pcworld.com/ 
Recalled products: www.recalls.gov 
SANS Institute — Computer Security Education and 

Information Security Training: www.sans.org/ 
Smart Computing: www.smartcomputing.com/ 
Spyware Warrior: www.spywarewarrior.com/ 
User Group Relations (Gene Barlow): www.ugr.com/ 
Ventura County Computers (Rick and Toby’s shop): 

www.vccomputers.com 
Virus Bulletin: www.virus-bulletin.com/ 
Windows Secrets: ww.windowssecrets.com/ 
ZD Net spyware blog: www.blogs.zdnet.com/Spyware  

 

If you have a favorite help site on the Web, please for-

ward it, so we can expand the section. If you find a link 

that doesn’t work, please tell us that, too. 
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Every month, members of the 
Channel Islands PC Users Group have 
access to: 

♦ The Outer Edge newsletter, 
which includes a list of members willing 
to help other members. 

♦ The general meeting, featuring a 
question-and-answer session and 
program on new software or hardware. 

♦ Special Interest Groups — 
special meetings held several times a 
month. 

♦ Door prizes at the regular 
meeting. 

 Other benefits include: 
♦ Special user group discounts on 

books and software. 
♦ An Internet service provider at a 

large discount (see next column). 
♦ A flash drive containing many 

useful freeware programs.  
♦ A chance to make friends with 

people who have similar interests. 
♦ The ability to put your knowledge 

to good use by helping other members. 
The whole concept of user groups is 
members helping members. 

 
 Please clip the coupon below and 

send with payment to CIPCUG-
Membership, P.O. Box 51354, Oxnard, 
CA 93031-1354.  

 Please make checks payable to 
CIPCUG. 

 

Dues for new members 

 Individual member, $40. 
 Family membership (same 

address), $55. 
 Renewals are $30 and $35 per 
year respectively. 

 
CIPCUG E-MAIL ADDRESS 

Members who would like to have an 
e-mail address through CIPCUG in the 
form of YourName@cipcug.org may 
obtain one for $15 per year. 

 
CIPCUG INTERNET SERVICE 

TECH TEAM 

David Minkin, 469-6970 (cell), 484-
 2974 (home) 
  dddave@cipcug.org  
Bob Thompson, 647-2287 
  

Why join Channel Islands PC Users 
Group (CIPCUG)? 

CIPCUG MEMBERSHIP 

 APPLICATION 

 

Amount enclosed: ____________________________ 
 
Please Print the following information: 
 
Name: _______________________________________ 
 
 
Address: ______________________________________ 
 
 
City: ___________________________, State:________ 
 
 
ZIP Code: _______________________________ 
 
 
Phone (Home): ______________(Work): ______________ 
 
E-mail address: ________________________________ 
 
User level: Novice ____; Intermediate _____; Advanced 
 _____ 
 
 
 
 

Can you help the club as a volunteer? If so, what would you 
be interested in working on? 
 
 
 
 
 
 
 
 
 
 
 
 
Date __________________ Member # ____________ 
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Channel Islands PC Users 
Group Inc. 
P.O.Box 51354 
Oxnard, CA: 93031 

 DATED MATERIAL 
 Please Do Not Delay 

 
 
 

June 2010June 2010June 2010June 2010    meetingmeetingmeetingmeeting        
Of the Channel Islands PC Users Group Of the Channel Islands PC Users Group Of the Channel Islands PC Users Group Of the Channel Islands PC Users Group     

Saturday morning, June 26, at the 
Boys & Girls Club, Ponderosa Drive 
and Temple Avenue, Camarillo, 
Calif. 
Meeting Schedule: 
 8:30 a.m. Doors open 
 8:45-9:30  Internet and e-mail SIG, Computing 
  101 SIG 
 9:30-10:30  Business meeting, Q&A 
10:30-11:00  Break — Please contribute  
  requested amounts for coffee 
  and doughnuts 
11:00-12:00  Program (Digital photography tips)    
                             Drawing 
1:30  After-meeting SIG by Michael  
  Shalkey  

DUES REMINDER 
 
If the number above your 
name is 201006, your 
membership dues are 
payable in June 2010.  

The map shows 
the easiest 

route to the 
Boys & Girls 

Club, but if you 
prefer, you can 

take the  
Carmen Drive 

offramp to  
Ponderosa 

Drive, which 
leads to Temple 

Avenue. 
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